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Abstract — The paper is concerned with a general scheme 
of hierarchical studies aimed at substantiating the energy 
development. It also considers an approach to integrating 
the software, information support and intelligent 
information technologies required for research. The 
concept of knowledge management is proposed for the 
semantic integration of data, knowledge and software 
components. It can also be used as a methodological, 
fractal approach to knowledge structuring. In addition 
to a two-level research technology, which integrates 
semantic and mathematical modeling, and intelligent 
IT-environment supporting them, including semantic 
modeling tools and the ability to integrate with traditional 
software systems, we consider the concepts and content 
of semantic modeling.

The architecture of a multi-agent intelligent 
environment (MAIE) is proposed as the development 
of the IT-environment. It integrates the levels of 
information analysis (semantic modeling), development 
and substantiation of decisions (using mathematical 
modeling), and representation of the proposed decisions. 
We demonstrate the proposed methodological multi-
agent approach to MAIE development; the main 
components (agents) of MAIE and their scientific 
prototypes developed under the guidance of the authors 
are defined.

Index Terms — Hierarchical studies of the energy sector, 
intelligent information technologies, mathematical and 
semantic modeling, knowledge management, fractal 
stratified model, intelligent IT-environment, multi-agent 
systems.
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I. IntroductIon

The spread of the concepts of Smart Grid [1-2] and 
Digital Energy [3-5] in Russia generates the need to take 
into account the fact that their adoption distinguishes 
two interrelated areas – technological infrastructure, 
and information and telecommunication infrastructure. 
The success of the digital transformation of the energy 
sector largely depends on the successful application of 
modern information technologies. In turn, the application 
of the latter makes sense if there is a developed modern 
technological infrastructure. Solutions for the development 
of technological infrastructure, of course, belong to the 
class of strategic decisions. Melentiev Energy Systems 
Institute of SB RAS (MESI SB RAS) has traditionally 
conducted hierarchical energy studies, the results of 
which can be used to justify strategic decisions on energy 
development. 

To justify and support such decisions, it is advisable 
to use intelligent information technologies. These are 
primarily the technologies of semantic modeling and 
knowledge management, which are developed by the 
team under the guidance of the authors and used to create 
intelligent systems to support the strategic decision-making 
in the energy sector. An approach to the construction of 
such an intelligent system (multi-agent tool environment) 
is proposed. It integrates mathematical and semantic 
methods and models, and software tools for their support 
developed at the MESI SB RAS.

II. HIerarcHIcal systems studIes  
of tHe energy sector

The MESI SB RAS is one of the leaders in the field of 
systems research in the energy sector of Russia [6]. The 
main scientific areas of the Institute include the theory of 
the creation of energy systems, complexes and plants,  and 
their control; scientific foundations and mechanisms for 
implementing the energy policy of Russia and its regions. 
The studies within the framework of these areas focus 
on the energy systems (electricity, gas, oil, oil products, 
heat), Russia’s energy security; regional energy issues; 
the interactions between energy and economy; promising 
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energy sources and systems; and studies in the applied 
mathematics and computer science [6].

Until recently, the main tool for the studies has been 
mathematical modeling and computational experiment. In 
the context of the new development trends in the Russian 
energy sector (Smart Grid and Digital Energy), much 
attention is paid to the development and application of 
intelligent information technologies. The Digital Economy 
Program implemented in Russia is now actively developed. 
The federal project “Digital Energy Sector” is a part of this 
Program. The authors think that the federal project «Digital 
Energy Sector» does not pay enough attention to such 
areas as intelligent support of strategic decision-making 
on the development of the technological infrastructure 
of the energy sector and cybersecurity of critical energy 
facilities. Below we consider the first area in more detail. 
A major role in making the strategic decision- should be 
played by their scientific justification, which can employ 

the scientific achievements of the institute.
Traditionally, the MESI SB RAS uses a hierarchical 

research scheme, in which economic and mathematical 
models are used at the aggregated level of researches of 
the energy sector and industry-specific energy systems, 
whereas physical and mathematical models are used at the 
next levels (Fig. 1). These models must be coordinated.  
Research on projecting energy development is carried out 
at the top level, based on the results obtained in the studies 
on the development of industrial energy systems at the 
following levels. The scheme includes several blocks, each 
of which corresponds to a set of mathematical methods, 
models, and software systems that are used to perform 
computational experiments using these methods and 
models [7].

The results of these studies can be used to substantiate 
the strategic decisions on energy sector development 
through a formal integration of software and information 

Fig. 1. A general scheme of hierarchical studies to substantiate the development 
of the energy sector
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support to improve the hierarchical technology to justify 
the development of the energy sector as a whole, and its 
industry-specific and territorial components. The main 
attention, however, should be paid to the development 
of software and information interfaces between tasks in 
horizontal (between energy systems ) and vertical (energy 
systems – energy sector – external conditions) terms. 

The development and implementation of such interfaces 
should provide the following advantages of a complex 
hierarchical research technology: a) confidentiality of the 
main detailed data arrays supporting specific tasks should 
be preserved (ensured (with the necessary refinement of 
the required software tools); b) the information exchange 
should be formalized and thereby accelerated, and the 
uniqueness of the exchanged data should be provided; c) 
the information models used in solving various problems 
should be unified, which will need to be implemented 
to coordinate and develop interfaces; d) in general,  the 
“harmony” and the validity of the hierarchical technology 
should be increased for substantiating the development of 
the energy sector and its components. 

III. tHe proposed approacH to solvIng tHe 
IntegratIon problem of software, InformatIon 

support, and IntellIgent InformatIon 
tecHnologIes. 

Implementation of the proposed integration 
capabilities can be provided using the following 
information technologies: a) a common information and 
communication environment for software components; 
b) semantic integration of data, knowledge and software 
components; c) tools for situational management and 
semantic modeling. 

The study proposes the implementation of a unified 
information and communication environment for the 
interaction of software components in the form of a 
cloud service. This service will provide network access 
to a common pool of configurable computing resources 
(for example, servers, storage devices, applications, and 
services, etc.) on demand. To ensure the necessary level of 
security, it is advisable to implement the information and 
communication environment in the form of a corporate 
cloud [8].

For semantic integration of data, knowledge and software 
components, we propose using the concept of knowledge 
management and applying it, as a methodological, fractal 
approach to structuring the knowledge [9].

The main idea of the fractal approach is that the concepts 
of information space and information worlds (subspaces) 
are introduced. The Fractal Stratified (FS) model is defined 
as a set of disjoint strata (information worlds) and their 
mappings in the information space. Each level has its 
stratum of this space, and, therefore, its information world; 
the sequence of mappings reflects the process of cognition. 
Graphically, the FS-model is conveniently represented as 
a set of nested spherical shells. An information object, 
conventionally designated by a dot on one of the spheres, 
in turn, can be stratified, if necessary, to study it in more 
detail. Mappings are introduced from any stratum to each. 
Since we, as a rule, consider a part of the information space 
(our own “fractal” of knowledge), it can be represented by 
a “clipping” from the information space, which can be 
represented as a cone or a pyramid, corresponding, for 
example, to the selected disciplines when we study the 
real world. The application of the FS-model is illustrated 
in Fig. 4.

There are two approaches to knowledge management: 
classical (based on a combination of existing, already 
proven technologies for support of various subprocesses of 
working with knowledge) and semantic (based on the use 
of an interconnected set of methods and technologies for 
working with meaning, or semantics of data, information, 
and knowledge) [10].

In the framework of the latter approach, ontologies 
of subject areas, technologies for their construction and 
maintenance, semantic metadata, semantic search, logical 
inference systems, semantic profiling of expert knowledge, 
semantic portals and networks, etc. are used. As a rule, they 
are accompanied by appropriate technological support for 
description languages, models, software tools and systems. 
The team led by the authors is developing the second 
approach.

The integration of mathematical and semantic modeling 
tools is proposed to justify strategic decisions on the energy 
sector development. Below we consider the concepts and 
content of semantic modeling. 

Technology Purpose of Use Formalization apparatus Use in energy security (ES) research 

Ontology modeling To describe declarative pieces of knowledge 
Ontologies (Special 

languages (OWL, RDF, 
XML, etc.)) 

For identification, classification, and 
specification of basic concepts in 

energy research 

Cognitive modeling To identify causal relationships of concepts Cognitive maps (graph 
theory) 

For analysis of energy security 
threats 

Event modeling To build behavioral models. Identification of 
the development dynamics of emergency 

Event  Maps ( Joiner 
Networks Theory ) 

For  analysis of the development and 
consequences of emergencies 

Probabilistic 
modeling 

To construct probabilistic models. Assess the risk 
of ES threat occurrence Bayesian Trust Network For assessment of risks of 

emergencies 

 

Table 1. Comparison of ontological, cognitive, event and probabilistic modelling
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A semantic model in a generalized form is an 
information model that reflects the concepts of the subject 
area and the relationship between them. The authors 
consider semantic modeling on the example of ontological, 
cognitive, event and probabilistic (based on Bayesian trust 
networks) models [11, 12]. Table 1 shows a comparison 
of semantic modeling technologies applied for energy 
security research.

Ontological modeling is the construction of ontologies, 
in both a graphical form and a formalized form. Ontologies 
are defined as a knowledge base of a special kind, or as 
a «specification of a conceptualization» of a subject 
domain [13]. The latter means the classification of the 
basic terms of the subject area with the definition of basic 
concepts (concepts) and the establishment of relations 
between them. In turn, the specification process consists 
in describing the ontology in a graphical form (“light” or 
heuristic ontologies) or in one of the formal languages 
(XML, RDFS, OWL, etc.) (“heavy”, or logical ontologies). 
To work with experts, the team represented by the author 
uses a graphical representation of ontologies; Ontologies 
are stored using their representation in XML.

Cognitive modeling is the construction of cognitive 
models, or, in other words, cognitive maps (oriented 
graphs), in which the vertices correspond to factors 
(concepts) and the arcs correspond to the connections 
between factors (positive or negative), depending on the 
nature of the causal relationship. In the simplest case, the 

weights of the connections can have the values +1 or –1 or 
take fuzzy values from the interval [–1, 1] or some linguistic 
scale. The use of cognitive models is most consistent with 
the qualitative analysis [14]. 

Event modeling is the construction of behavioral 
models, and both people and technical objects can act 
as modeling objects. The essence of the event modeling 
method is to track the sequence of events on the model in 
the same order in which they would occur in a real system. 
The sequence of events defined by the model — the chain 
of events — describes scenarios of the system’s reaction 
to the occurrence of an initiating event at the beginning 
of the chain. As a result, the event model allows obtaining 
many alternative scenarios for the development of a given 
situation in the system, which is the main goal of event 
modeling [15].

Probabilistic modeling is the construction of graphical 
models that display the probabilistic dependencies of many 
variables, and allow probabilistic inference using these 
variables. Recent publications in this area have combined 
the results of the studies carried out mainly in the 1980s. 
The results of the authors applying this approach in the 
energy sector using Bayesian trust networks are considered, 
for example, in [16]. 

Semantic models are developed based on expert 
knowledge and allow the use of both explicit and implicit 
knowledge based on the experience, erudition, and 
intuition of experts. For example, cognitive models that 

Fig. 2.  Tools interaction in intelligent IT-environment
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display causal relationships can be used to describe and 
analyze scenarios of external relations of the fuel and 
energy complex, scenarios of economic development and 
development of the energy sector. Event and probabilistic 
models allow us to consider options for the development 
of various situations determined by the selected scenarios. 
After an expert evaluation of various development variants 
using semantic models, traditional software systems that 
implement mathematical models of industry-specific energy 
systems and the energy sector are used and optimization 
problems are solved to justify the recommended solutions.

In our study, the situational management concept is used 
following the works by D.A. Pospelov and his students 
[17]. Recently, some researchers have proposed using this 
concept for operational control but we believe it can be 

applied in the field of substantiation of strategic decisions. 
We use a modern interpretation of situational management, 
considered in [18]. The situational management concept 
is used to justify and support decision-making to ensure 
energy security. This is considered, in particular, in [19].

The integration of mathematical and semantic modeling 
tools is proposed to justify strategic decisions in the energy 
sector [20]. In this case, both basic technologies are 
used: agent-oriented and cloud computing, and problem-
oriented: semantic and mathematical modeling. The two-
level technology for the research integrating semantic and 
mathematical modeling, and supporting its intelligent IT-
environment is developed. The latter includes semantic 
modeling tools and provides the ability to integrate with 
traditional software systems (Fig.2) [12].

Fig. 4. FS-model of strata (stages) of research (left) and tools supporting them (right).

Fig. 3. Levels (stages) of energy systems research and tools supporting them.  
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Fig. 5. The architecture of the multi-agent intelligent environment (MAIE).

 
Fig. 6. Methodical approach to the construction of multi-agent systems.
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Tools supporting the upper quality level of the 
proposed technology are circled by a dotted line. OntoMap, 
CogMap, EventMap, and Bayesian Nets, respectively, are 
tools for supporting the ontological, cognitive, event, and 
probabilistic modeling. The expert system Emergency 
contains precedents for extreme situations in the energy 
sector, which can be used in the construction of semantic 
models. The Geocomponent is a 3D-geovisualization tool. 
The block bottom left shows the multi-agent software 
system INTEC-M, used at the second, quantitative level of 
the proposed technology for state estimation and prediction 
of development options for the energy sector. 

An intelligent IT environment is considered as a 
prototype Multi-Agent Intelligent Environment (MAIE) to 
support hierarchical research, a diagram of which is shown 
in Fig. 1. The following research levels (stages) and the 
supporting tools are identified for this scheme (Fig. 3). Their 
stratification using the FS model is illustrated in Fig. 4.

These levels are:
1. The level of information analysis (using semantic 

modeling), supported by the Intelligent IT environment.
2. The level of collective implementation of coordinated 

decisions (one can use semantic modeling, methods 
for coordinating decisions and others) supported by 
the Intelligent Support System for Collective Expert 
Activity [20].

3. The level of substantiation of decisions (the options 
proposed at the previous stage are calculated using 
traditional software systems for research on the energy 
sector and energy systems).

4. The level of presentation of the proposed decisions 
(using visual analytics and cognitive graphics).
The MAIE architecture was developed to support the 

adoption of strategic decisions in the energy sector using 
the proposed methodological approach and scientific 
prototypes of tools [21] (Fig. 5).

The main components (agents) of MAIE are:
1. Software Systems and Databases for research of the 

energy sector together  with Software and Databases, 
for example, for energy security research;

2. Data and Knowledge Warehouse;
3. Intelligent IT-environment for supporting semantic 

modeling;
4. An intelligent system for supporting collective expert 

activity;
5. Software component for visual analytics (GEO-

visualization component);
6. Repository for storage of descriptions of all intelligent 

and information resources supported by MAIE.
7. Knowledge Management Language (KML) to ensure 

the interconnection and interaction of all components 
(agents) of MAIE.

8. Portal supporting Ontological Knowledge Space in the 
field of energy.
Knowledge Management Language is used for the 

integration of these components and the call of the required 
component.  

We have developed a methodological approach to 
the construction of multi-agent systems and propose it 
to implement MAIE  (Fig. 6). Its novelty is determined 
by the fact that a method is proposed to control the 
interaction of agents based on algebraic networks. For 
the implementation of the method, event models of agent 
interaction scenarios are developed. This approach was 
tested in the development of a multi-agent system for the 
state estimation of electric power networks [23]. 

Now we have scientific prototypes of all basic 
components of this scheme (2-8), which can be used after 
their adaptation, and integration in the implementation 
of MAIE.  The testing of the method is required to solve 
practical problems in this area.

Full inclusion of the software and databases for 
research on the energy sector and energy systems as agents 
in the MAIE (p. 1 of the previous list) will require their 
reengineering since most of them have moved into the 
category of legacy software. At the first stage, we can 
limit the inclusion of software and database on the level of 
information exchange. In this case, the studies are carried 
out autonomously, their results are transferred to the Data 
and Knowledge Warehouse, and the fact of transfer is 
recorded in the Repository.

The above architecture does not include cybersecurity 
tools, as this should be a set of measures that take into 
account possible cyber vulnerabilities and reflect the 
current state of cybersecurity tools (preventing cyber 
attacks); we also have results in this area [24].

Iv. conclusIon 
The study emphasizes that the concept of digital 

energy does not pay attention to such issues as intelligent 
support for strategic decisions on the development of 
the technological infrastructure of the energy sector, and 
cybersecurity of critical energy facilities. We propose 
eliminating these shortcomings by using the results of 
the hierarchical studies conducted at the MESI SB RAS, 
which integrate the existing results in mathematical and 
semantic modeling; situational management; agent, cloud, 
and intelligent computing. We present the approach to 
integrating software, information support and intelligent 
information technologies required for research. The 
architecture of a multi-agent intelligent environment 
integrating heterogeneous components is proposed, and 
the state of the development is considered.
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