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Abstract — Energy systems are currently undergoing 
digital transformation. The establishment and 
development of an intelligent energy system involves 
new information technologies for monitoring, 
controlling, measuring, and transmitting data to 
control and manage power flows. However, in addition 
to all the advantages to be gained using modern 
information technology, it becomes possible to carry 
out cyber-attacks on energy facilities. The purpose of 
this work is to review methods designed to analyze and 
enhance the cyber resilience of Smart energy system 
(SES) facilities. Various methods have been used to 
date, which, to one degree or another, can be used to 
achieve the above goal. The paper discusses in detail the 
methods, which can be utilized to: 
• evaluate the risk of cyberattack; 
• assess the consequences of cyberattacks; 
• counteract cyberattacks; 
• assess cyber situational awareness, and the ways to 
increase the cyber resilience of SES facilities. 
The paper also presents the problems facing 
information security and their causes, and proposes 
solutions to improve cyber security of electric power 
facilities. 

Index Terms: smart energy system, cyberattack, 
cybersecurity, resilience of energy system.  

I. INTRODUCTION 

Smart energy system is an integration of classical 
technologies for energy generation, conversion, 
transmission and distribution, and modern information and 
communication computer technologies. Numerous 
operating parameters to be controlled and structure of the 
SES require the development and massive implementation 
of reliable, secure (protected from various kinds of 
interference), and high-speed information transmission 
systems. However, this creates conditions for accidental 
and uncontrolled impacts on the SES components and 
facilities. There is a possibility of cyber-attacks on energy 
facilities, and in this regard, the issue of cyber security is 
acute [1]. 

The concept of cybersecurity includes the prevention of 
damage, unauthorized use of information- communication 
networks and systems, and the information contained in 
them; the operation with guaranteed confidentiality, 
integrity, and availability of information, as well as its 
restoration and recovery of data communication networks 
in the event of a malicious attack or natural disaster. The 
main objective of the cybersecurity system in the electric 
power industry is to protect it against deliberate violations 
of information and technological security that can be 
launched by employees of the energy company, industrial 
spies, or other persons interested in hacking and 
penetrating the automated process control system (APCS) 
of the SES facility. 

The advent of the first APCS at energy facilities brought 
about a pressing need to ensure cybersecurity. 
Cybersecurity threats at the information control system 
(ICS) level can be posed as weak points where system 
control can be accessed. The main types of information 
security threats in APCS are: 

•  Threats of unauthorized access to critical information 
by intruders – 57%; 
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•  Threats of malware introduction into software and 
hardware components of automated process control 
systems – 36%; 

•  Threats of network attacks such as "denial of service" 
– 7% [2]. 

A “successful” cyber-attack allows attackers not only to 
obtain confidential data about the production process, but 
also to stop it. In this regard, the past few decades have 
seen actively conducted research on this topic. The study 
and analysis of the vulnerabilities of the ICS and its 
response to external influences, and the development of 
protection measures can significantly reduce and even 
prevent the risk of occurrence and development of the 
possible consequences. To this end, various methods for 
analyzing the cybersecurity of an energy facility are 
currently being developed [3–9], which are part of a more 
general method that considers the problem of cyber-
physical stability of objects. 

II. METHODS FOR ANALYZING THE CYBER RESILIENCE 

OF SES FACILITIES 

1.1 Methods for evaluating the risk of CAs 
A cybersecurity system should be constructed so that it 

could be possible to take into account the implementation 
of cyber-attacks on the control systems of energy and 
industrial facilities from various sources, among which are 
the following [2]: 

1. Internal (employees, suppliers, contractors); 
2. External random (undirected); 
3. External intentional (directed). 

The main goals of cyber-attacks on the control systems 
of SES facilities are: 

• to disrupt the production process by blocking or 
replacing information flows; 

• to cause damage, blockage or shutdown of equipment, 
which may lead to a stoppage of production, a threat to 
human life or a negative impact on the environment; 

• to use a disguise by sending erroneous information to 
operators, stimulating them to perform erroneous 
actions, which may be accompanied by negative 
consequences; 

• to recommend to change the software configuration or 
equipment settings to disable SES components and 
systems; 

• to transfer malware to the system (software designed to 
penetrate a computer without the informed consent of 
its owner); 

• to change the settings of security systems. 
Examples [10, 11] provide several methods for analyzing 

possible cyber-attacks on SCADA systems. The paper [10] 
presents a method for measuring the risk of attacker’s 
manipulation of the system control process, the 
consequences of a violation of a controlled physical 
process, as well as the vulnerability of a SCADA system to 
malicious intrusion. This method involves applying Petri 
net’s state coverability analysis combined with the 
modeling process. These problems are solved by 
determining first the potential process failure conditions 
and examining the operational consequences of each 
process failure. Secondly, the SCADA failure modes that 
can cause corresponding process crash are found out for 
each identified process failure. Finally, we identify for 
each SCADA failure the network resources over which an 
adversary would need to exert control in order to induce 
the corresponding SCADA failure. Considering the initial 
state of a network attack, the method provides for the 
identification of network resources through which an 
attacker can potentially gain control. Thus, the risk is 
measured as a failure of process operational consequences 
function and propensity to induce process failure due to an 
attacker gaining control over the network resources during 
an attack. 

In the paper [11], authors propose a mathematical model 
for determining the financial losses resulting from CAs on 
a computer-based information system used in industrial 
plants. The study suggests seven possible types of attacks 
(replay capture, spoofing, denial of service, etc.) and 
indicates six types of losses that an attack can cause 
(control loss, product loss, staff time loss, etc.) along with 
the probability of the type of loss for each type of CAs. The 
paper presents a formula for calculating the losses of each 
type. The cost of prevention, for example, is calculated as 
the product of the cost of upgrading the components that 
are resistant to a certain type of attack and the probability 
of loss of prevention for a given type of attack. Ultimately, 

 
Fig. 1. Economic impact assessment diagram [12]. 
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the total estimated loss of income from all types of CAs 
can be calculated using the model presented in the paper. 

1.2. Methods for assessing CA consequences  
Successful CAs can differ in their consequences and 

methods of action. The paper [12] presents a method for 
assessing the technological consequences of cyberattacks. 
This technique is designed to identify the nodes and objects 
of the energy system with the most severe economic 
consequences from cyber-attacks. In addition, this 
technique makes it possible to determine approaches to 
choosing the optimal architecture to build operational 
safety systems for energy facilities. 
The method consists of the following steps: 
1. Analysis of primary and secondary equipment; 
2. Analysis of the CA types; 
3. Calculation of cost indicators; 
4. Construction of an evaluation diagram (Fig. 1). 

To apply this method, it is necessary to understand which 
SES components are susceptible to CAs. The paper 
considers a 500/220/10 kV digital substation as an 
example. The following groups of nodes of this substation 
were identified separately for each voltage class: 

1. Switching equipment; 
2. Digital current and voltage transformers; 
3. Converters of discrete signals; 
4. Relay protection and automation equipment; 
5. Bay controllers; 

6. Process bus communication front-end equipment;  
7. Measuring equipment; 
8. Time server; 
9. Station bus communication front-end equipment; 
10. Telemetry controllers; 
11. SCADA server; 
12. Workstation (AWP); 
13. Communications equipment. 
This method also requires information about the types of 

possible CAs (for example, spoofing, DDoS attack, 
classical file virus infection, etc.) that can be applied to 
SES components.  
The parameters determined for each group of nodes are: 

1. Potential for a CAs; 
2. Possible technological violations; 
3. The timing of the CA consequences. 
In addition, this method can be used to assess the cost of 

restoring components after CAs have happened. 
Calculation of the cost indicators of the CA consequences 
with this method takes into account the following: 

1. Costs of emergency recovery work to repair failed 
equipment; 

2. Shortfall in the compensation for electricity losses;  
3. Additional costs of the electricity generation and 

transmission; 
4. Economic damage due to false information 

transmitted to remote control. 

 
Fig. 2. Tree of possible outcomes of a hacker attack [1]. 
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Based on the data obtained above, a diagram (Fig. 1) is 
constructed to show the nodes of electric power facilities 
to encounter the most severe economic consequences of 
CAs. 

1.3. Methods for counteracting CAs 
The methods designed to simulate a CA on an energy 

facility are also common. The process of simulation 
involves development of various attack scenarios and 
assessment of the damage of their consequences. 

The paper [1] describes the process of modeling the 
neutralization of hacker attacks by building a tree of 
possible outcomes (Fig. 2).  

It is assumed that Party A (hacker) attacks the APCS 
system of an electric power facility by infecting it with a 
virus, and uses three options of viruses: a1, a2, a3. Party B 
organizes defense in two ways: b1, b2. Move 1: Party A 
chooses one of the attack options a1, a2, a3. Move 2: Party 
B chooses one of the options b1, b2 to protect the object. 
Move 3 (random): the information security system bj 
destroys (y) or does not destroy (ny) the virus ai. If the ai 
virus is neutralized, the game is over. If the ai virus has 
broken through to the APCS system, then the next move 
follows. 

Each path from the initial vertex to the final vertex 
corresponds to one of the game variants. The number of 
possible game variants (games) is equal to the number of 
pendant vertices. As seen from Fig. 2, there are 18 possible 
games in the considered game. The marked 12 pendant 
vertices correspond to favorable outcomes of the game, 
when the protection of the electric power facility is 
effective. 

This model can be used to simulate a cyber-attack on a 
designed or already built energy facility in order to find 
weaknesses in protection systems. 

1.4. Methods for assessing cyber situational awareness 
It is also important to emphasize that the vulnerabilities of 
energy facilities to CAs are currently being investigated 
within the framework of an approach called cyber 
situational awareness (CSA) [13–15]. CSA is a field of 
research related to the application of artificial intelligence 
methods in the field of cybersecurity, aimed at increasing 
awareness of possible situations of cybersecurity breaches 
and automatic detection of cyber threats. The paper [15] 
presents a method for analyzing CSA of an energy facility, 
which includes the following steps: 

1. Analyze cyber threats of energy infrastructure; 

2. Model scenarios of extreme situations in the energy 
sector caused by the implementation of cyber threats; 

3. Assess the risks of violating the cybersecurity of the 
energy infrastructure. 

Within the framework of the methodology, the authors 
propose to apply semantic methods to analyze the impact 
of cyber threats on energy facilities in terms of energy 
security. The semantic methods show their high 
performance in the absence or incompleteness of data 
when modeling the behavior of systems that cannot be 
formally described or fairly accurately predicted. An 
approach to the analysis of CSA of energy objects is 
presented as a synthesis of cybersecurity and situational 
awareness studies, characterized by the use of semantic 
modeling. 

III. INFORMATION SECURITY PROBLEMS FACING 

ELECTRIC POWER FACILITIES AND THEIR CAUSES 

Nowadays, the computing systems of power facilities 
have a high degree of integration and widely use digital 
communications based on open international standards, 
such as IEC 60870, IEC 61850, and IEC 61970. Increasing 
the connectivity and awareness of individual subsystems 
made it possible to significantly boost the capabilities of 
protection and control systems, to make them smarter and 
more efficient to use. Furthermore, the use of standardized 
approaches and tools has significantly reduced the cost of 
integration and ensured a higher degree of functional 
reliability. 

Specialists of the Kaspersky Laboratory published a 
report on the information security problems at electric 
power facilities and their causes [16].  

2.1 Open communications 
Open and unsecured communication channels between 

the components of protection and control systems, as well 
as between power infrastructure facilities: 

• Lack of authentication; 
• Open standards and open data transfer; 
• High detail of network communications; 
• Communication with open networks. 

2.2 Service personnel’s lack of information security 
knowledge 

A limited number of specialists maintain a large fleet of 
devices, which are situated at facilities that do not have 
permanent staff and are often distributed over a vast area. 
Moreover, these personnel often lack even basic 
knowledge in the field of information security: 
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• Privileged remote access from an untrusted network; 
• Lack of password protection and user management 

policies; 
• Outdated software; 
• Service from unsafe workstations; 
• Lack of regular control of hardware and software. 

2.3 Information security requirements are not complied 
with  

Devices, software, and systems based on them are 
developed and created without considering information 
security issues. 

• Poor resistance to hacking; 
• Incorrect or insufficient LAN security settings; 
• Lack of protection of data transmitted through open 

channels; 
• Lack of role-based access rights; 
• Lack of solutions to control the launch of applications; 
• Absence or insufficiency of tools for information 

security event registration.  

2.4 Difficulties of contractor access control and 
differentiation  

A common practice is to carry out certain types of 
maintenance by contractors. In this regard, the issue of 
providing temporary access to a limited amount of 
equipment without the possibility of influencing other parts 
of the system, as well as canceling such access upon 
completion of work, is essential. 

2.5 Long service life of vulnerable components 
The service life of devices and of control and protection 

systems is long (20–30 years). Thus, insecure systems that 
continue to be introduced at present will not be replaced 
until several decades later. A phased partial upgrade is 
extremely difficult, since secure solutions (for example, 
using encryption) are incompatible with conventional, 
vulnerable solutions. In view of the foregoing, there is 
obviously a systemic problem, which is as follows: 

• Modern systems for protection and control of power 
system equipment are neither isolated from the outside 
world, nor are systems with a closed implementation; 

• ACSs do not have sufficient built-in information 
security tools; 

• Detection of illegitimate information impact, active or 
past, in the current context is organizationally and 
technically extremely difficult; 

• If such an impact has been detected, it is not clear how 
to respond to it and what measures to take. 

IV. WAYS TO INCREASE THE CYBER RESILIENCE OF SES 

FACILITIES 

In order to enhance the cyber resilience of SES facilities, 
it is necessary to eliminate the problems indicated in the 
second chapter. Cybersecurity is increased through such 
measures as fixing the vulnerability of access channels, 
introducing adequate information security procedures and 
processes, as well as using special technical solutions 
based on firewalls [1]. Since the functioning of SES 
facilities involves constant interaction of its constituent 
components, the effect of destabilizing factors that led to 
the failure of some components can have (and in most cases 
has) an impact on the performance indicators of 
components that are not directly affected by this effect. The 
flow diagrams of most of these objects are implemented 
with rather “rigid” structures, which allows external 
influences to spread (cascade development). Naturally, in 
this case, the reliability indices of both individual 
components and entire system are reduced, which can lead 
to a shutdown of the consumer's technological process or 
its transition to a partial operability mode. In accordance 
with the well-known approaches to improving the 
reliability of energy facilities and their components, it is 
not possible to duplicate all the components most 
vulnerable to the impact of destabilizing factors. 

The paper [17] analyzes the ability of a digital substation 
(one of the key components of modern SES) to withstand 
cyber-attacks and restore its working state after their 
impact. The paper proposes the following steps to boost the 
resilience of such substations: 

• Improve the quality of software for digital substation. 
In terms of authorization tools, access control, firewalls 
and other similar tools, various errors are found in the 
software every month, including those affecting its 
security. To increase security, it is necessary to 
guarantee the correctness of dedicated software for the 
digital substation. 

• Provide functional decomposition and physical 
separation of information flows. Successful cyber-
attack on certain digital substation nodes can disrupt 
many functions. This step would significantly reduce 
the damage from cyber-attacks. 

• Enhance the quality of digital substation design. High-
quality design of devices, modules, and programs, and 
then modeling of threats and attacks on these designed 
and upgraded devices, modules, and software will 
increase the cyber resilience of the digital substation. 
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At this stage, secure communication, strong user 
authentication, permission (access), logging and 
reporting should be thought out. Consideration of the 
most likely attack scenarios requires the identification 
of vulnerabilities in network services and applications, 
as well as the assessment of the degree of resilience of 
network components and possible damage. When 
modeling attacks on link layer protocols, the cyber 
resilience of the network at the link layer level should 
be checked. It is crucial to involve top cybersecurity 
experts when developing and testing equipment and 
software for the digital substation. Ensuring cyber 
resilience of the digital substation in the face of cyber 
threats, should involve, at least, the following steps: 

• Carrying out dynamic analysis of network and 
application traffic of the TCP/IP protocol stack, and 
using intrusion detection and prevention systems, since 
well-known anti-virus programs and firewalls are 
effective only for protecting obvious network access 
points. 

• Providing correct configuration of firewalls, especially 
those enabling access to global networks. This can be 
achieved by organizing inter-network separation using 
simplex channels instead of duplex ones, with 
appropriate communication protocols, converting 
digital information to analog signals, and then analog 
signals back to digital information. 

• Performing regular technological testing to identify 
existing vulnerabilities in IT infrastructure components 
for the corporate network perimeter (external test) and 
for internal resources (internal test). 

• Checking the stability of routing, etc. 
• Using High Availability Seamless Redundancy and 

Parallel Redundancy Protocol, the latest additions to 
the IEC 62439 standard for high availability industrial 
Ethernet networks. Designed for mission-critical and 
time-sensitive applications such as substation 
automation and traffic control, HSR and PRP provide 
guaranteed behavior in harsh environments and 
increased network reliability. 

• Ensuring remote configuration/parameterization, 
monitoring, remote SCADA communication, remote 
diagnostics and firmware updates are becoming 
important requirements for intelligent electronic 
devices (IEDs). The security of the communication line 
is an imperative condition for remote firmware 
updating. 

• Providing network segmentation and protection of 

remote communication channels by creating encrypted 
tunnels to prevent an intruder from having full access 
to device settings. 

V. CONCLUSION 

The creation and development of a smart energy system 
involves the introduction of new computer technologies for 
controlling, measuring, and transmitting data for 
monitoring and managing operation of the system. 
However, in addition to all the advantages gained through 
these implementations, the vulnerability of energy 
facilities to cyberattacks increases. Therefore, apart from 
the conventional challenges of enhancing the efficiency of 
electricity production, conversion, transmission, and 
distribution; and improving reliability, security, and 
resilience of smart energy systems, it is also crucial for 
them to address the concerns regarding their cybersecurity. 
This paper presents a review of modern methods for 
analyzing the cyber resilience of SES facilities and the 
methods to improve it. 
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